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The design

converted = 

code.replace(mainRegExp, 

function($0, $newLines, $forIn, 

$inInstanceofOperator, 

$statements, ..

Global regex to handle 
all combined regexes

Each statement/object 
is separated into 
separate groups
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The design cont.

mainRegExp = new RegExp('(' + 

newLines.source + 

')|('+forIn.source+')|(' + 

inInstanceofOperator.source + 

')..
Main regexp is 
constructed using all 
the others

Regexp constructor is 
used to dynamically 
generate regexes
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The design cont.

•

•

•

•
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The design cont.

} else if ($jsregArrays !== 

undefined && 

$jsregArrays.length) {                        

return 'JSREG_A(';

Matching string is either 
rewritten or returned literally 
for performance

Each group is checked 
to see if it’s matched
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The design cont.
•

•

•

•
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What happens to my code?

•

•

•



/([\r\n]+)|(\s*for\s*[(]\s*(?:var\s+)?(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-
F]{4})*\s+in\s*(?:(?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["]))|(?:[\/](?:\[(?:\\[\]])+\]|\\[\/]|[^\/*])(?:\[(?:\\[\]]|[^\]])+|\\[\/]|[^\/])*?[\/](?:[a-zA-Z]*))|(?:(?:[.]?\s*(?:[a-zA-Z_$]|\\u[0-9a-fA-
F]{4})(?:[\w$_]|\\u[0-9a-fA-F]{4})*)+)|[{](?:.|(?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["]))|(?:[\/](?:\[(?:\\[\]])+\]|\\[\/]|[^\/*])(?:\[(?:\\[\]]|[^\]])+|\\[\/]|[^\/])*?[\/](?:[a-zA-
Z]*)))*[}]|[(](?:.|(?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["]))|(?:[\/](?:\[(?:\\[\]])+\]|\\[\/]|[^\/*])(?:\[(?:\\[\]]|[^\]])+|\\[\/]|[^\/])*?[\/](?:[a-zA-
Z]*)))*[)])\s*[)]\s*[{]?)|(\s*in(?:stanceof)?(?=[\/\d"'\[\s\(\{]))|((?:(?:\s+(?:in(?:stanceof)?)\s+)|\s*\b(?:delete|this|Infinity|NaN|void|do|else|case|default|return|var|continue|undefined|null|new|typeof|throw|br
eak|try|finally|true|false)\b\s*|\s*\b(?:if|else\s\s*if|with|while|for|switch|catch)\b\s*(?=[(])))|([,\{]\s*(?:(?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["]))|(?:[0][xX][0-9a-fA-F]*)|(?:[0]|[1-
9]\d+)?(?:[.]?\d+)+(?:[eE][+-]?\d+)?|(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-
F]{4})*)\s*(?=[:]))|((?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["])))|((?:(?:[:]|(?:(?:^\s*|\s*$)|[,]|[;\n\r]+)|(?:[!][=]{0,2}|[%][=]?|[&]{1,2}|[&][=]|[*][=]?|[+]{1,2}|[+][=]|[\-]{1,2}|[\-
][=]|[\/][=]?|[<]{1,2}[=]?|[=]{1,3}|[>]{1,3}[=]?|[\^][=]?|[|][=]?|[|]{2})|[(]+)\s*(?:[\/](?:\[(?:\\[\]])+\]|\\[\/]|[^\/*])(?:\[(?:\\[\]]|[^\]])+|\\[\/]|[^\/])*?[\/](?:[a-zA-
Z]*)))\s*(?:(?:(?:^\s*|\s*$)|[,]|[;\n\r]+)|(?:[!][=]{0,2}|[%][=]?|[&]{1,2}|[&][=]|[*][=]?|[+]{1,2}|[+][=]|[\-]{1,2}|[\-
][=]|[\/][=]?|[<]{1,2}[=]?|[=]{1,3}|[>]{1,3}[=]?|[\^][=]?|[|][=]?|[|]{2})|[)]+|(?=\s*[\[.\}\]])))|((?:[0][xX][0-9a-fA-F]*)|(?:[0]|[1-9]\d+)?(?:[.]?\d+)+(?:[eE][+-]?\d+)?)|(\s*[\[])|(\s*[\]])|(\s*(?:function\s*(?:(?:[a-zA-
Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-F]{4})*)?)\s*[(](?:\s*(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-F]{4})*\s*)?(?:[,]\s*(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-
F]{4})*\s*)*[)]\s*[{])|((?:@#[(]))|((?:[.]?\s*(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-F]{4})*))|([,;])|((?:[!][=]{0,2}|[%][=]?|[&]{1,2}|[&][=]|[*][=]?|[+]{1,2}|[+][=]|[\-]{1,2}|[\-
][=]|[\/][=]?|[<]{1,2}[=]?|[=]{1,3}|[>]{1,3}[=]?|[\^][=]?|[|][=]?|[|]{2}))|([}])/g

How to match object literals?
•

new RegExp('[,\\{]' + 

spaces.source + '(?:' + 

strings.source + '|' + 

numbers.source + '|' + 

variable.source + ')' + 

spaces.source + '(?=[:])')

Is it the start or the 
next prop?

Linked regexes
do the donkey 
work

Use syntax errors 
to prevent 
misidentification
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How to rewrite object literals?

•

•

•

•

•
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It can’t be that easy?

•

•

•

•

•
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][=]|[\/][=]?|[<]{1,2}[=]?|[=]{1,3}|[>]{1,3}[=]?|[\^][=]?|[|][=]?|[|]{2})|[)]+|(?=\s*[\[.\}\]])))|((?:[0][xX][0-9a-fA-F]*)|(?:[0]|[1-9]\d+)?(?:[.]?\d+)+(?:[eE][+-]?\d+)?)|(\s*[\[])|(\s*[\]])|(\s*(?:function\s*(?:(?:[a-zA-
Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-F]{4})*)?)\s*[(](?:\s*(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-F]{4})*\s*)?(?:[,]\s*(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-
F]{4})*\s*)*[)]\s*[{])|((?:@#[(]))|((?:[.]?\s*(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-F]{4})*))|([,;])|((?:[!][=]{0,2}|[%][=]?|[&]{1,2}|[&][=]|[*][=]?|[+]{1,2}|[+][=]|[\-]{1,2}|[\-
][=]|[\/][=]?|[<]{1,2}[=]?|[=]{1,3}|[>]{1,3}[=]?|[\^][=]?|[|][=]?|[|]{2}))|([}])/g

Matching arrays

Array constructor

Prop checker 
function, force $ 
prefix and $ 
suffix



/([\r\n]+)|(\s*for\s*[(]\s*(?:var\s+)?(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-
F]{4})*\s+in\s*(?:(?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["]))|(?:[\/](?:\[(?:\\[\]])+\]|\\[\/]|[^\/*])(?:\[(?:\\[\]]|[^\]])+|\\[\/]|[^\/])*?[\/](?:[a-zA-Z]*))|(?:(?:[.]?\s*(?:[a-zA-Z_$]|\\u[0-9a-fA-
F]{4})(?:[\w$_]|\\u[0-9a-fA-F]{4})*)+)|[{](?:.|(?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["]))|(?:[\/](?:\[(?:\\[\]])+\]|\\[\/]|[^\/*])(?:\[(?:\\[\]]|[^\]])+|\\[\/]|[^\/])*?[\/](?:[a-zA-
Z]*)))*[}]|[(](?:.|(?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["]))|(?:[\/](?:\[(?:\\[\]])+\]|\\[\/]|[^\/*])(?:\[(?:\\[\]]|[^\]])+|\\[\/]|[^\/])*?[\/](?:[a-zA-
Z]*)))*[)])\s*[)]\s*[{]?)|(\s*in(?:stanceof)?(?=[\/\d"'\[\s\(\{]))|((?:(?:\s+(?:in(?:stanceof)?)\s+)|\s*\b(?:delete|this|Infinity|NaN|void|do|else|case|default|return|var|continue|undefined|null|new|typeof|throw|br
eak|try|finally|true|false)\b\s*|\s*\b(?:if|else\s\s*if|with|while|for|switch|catch)\b\s*(?=[(])))|([,\{]\s*(?:(?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["]))|(?:[0][xX][0-9a-fA-F]*)|(?:[0]|[1-
9]\d+)?(?:[.]?\d+)+(?:[eE][+-]?\d+)?|(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-
F]{4})*)\s*(?=[:]))|((?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["])))|((?:(?:[:]|(?:(?:^\s*|\s*$)|[,]|[;\n\r]+)|(?:[!][=]{0,2}|[%][=]?|[&]{1,2}|[&][=]|[*][=]?|[+]{1,2}|[+][=]|[\-]{1,2}|[\-
][=]|[\/][=]?|[<]{1,2}[=]?|[=]{1,3}|[>]{1,3}[=]?|[\^][=]?|[|][=]?|[|]{2})|[(]+)\s*(?:[\/](?:\[(?:\\[\]])+\]|\\[\/]|[^\/*])(?:\[(?:\\[\]]|[^\]])+|\\[\/]|[^\/])*?[\/](?:[a-zA-
Z]*)))\s*(?:(?:(?:^\s*|\s*$)|[,]|[;\n\r]+)|(?:[!][=]{0,2}|[%][=]?|[&]{1,2}|[&][=]|[*][=]?|[+]{1,2}|[+][=]|[\-]{1,2}|[\-
][=]|[\/][=]?|[<]{1,2}[=]?|[=]{1,3}|[>]{1,3}[=]?|[\^][=]?|[|][=]?|[|]{2})|[)]+|(?=\s*[\[.\}\]])))|((?:[0][xX][0-9a-fA-F]*)|(?:[0]|[1-9]\d+)?(?:[.]?\d+)+(?:[eE][+-]?\d+)?)|(\s*[\[])|(\s*[\]])|(\s*(?:function\s*(?:(?:[a-zA-
Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-F]{4})*)?)\s*[(](?:\s*(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-F]{4})*\s*)?(?:[,]\s*(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-
F]{4})*\s*)*[)]\s*[{])|((?:@#[(]))|((?:[.]?\s*(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-F]{4})*))|([,;])|((?:[!][=]{0,2}|[%][=]?|[&]{1,2}|[&][=]|[*][=]?|[+]{1,2}|[+][=]|[\-]{1,2}|[\-
][=]|[\/][=]?|[<]{1,2}[=]?|[=]{1,3}|[>]{1,3}[=]?|[\^][=]?|[|][=]?|[|]{2}))|([}])/g

Matching arrays cont.
} else if ($square1 !== undefined && $square1.length) {

counter++;             

if(new

RegExp("(?:^|[^\\w]*\\b(?:in(?:stanceof)?|do|delete|return|void|throw|else|else\s+i

f|typeof|case|default)|[({\\[:]|[\\n]+[}]|"+eos.source+"|"+operators.source+")\\s*$

").test(leftContext)) {

leftContext += "[";

lookup[counter] = true;             

return ' @#(';

} else {

lookup[counter] = false;             

leftContext += "[";

return '[';

}

} else if ($square2 !== undefined && $square2.length) {             

if(lookup[counter]) {

counter--;  

leftContext += "]";

return ')';

} else {

counter--;     

leftContext += "]";

return ']';

}

Check the left context

Rewrite array 
literals to @# to 
be matched later

Use a counter 
lookup to match 
each start and end 
pair 



/([\r\n]+)|(\s*for\s*[(]\s*(?:var\s+)?(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-
F]{4})*\s+in\s*(?:(?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["]))|(?:[\/](?:\[(?:\\[\]])+\]|\\[\/]|[^\/*])(?:\[(?:\\[\]]|[^\]])+|\\[\/]|[^\/])*?[\/](?:[a-zA-Z]*))|(?:(?:[.]?\s*(?:[a-zA-Z_$]|\\u[0-9a-fA-
F]{4})(?:[\w$_]|\\u[0-9a-fA-F]{4})*)+)|[{](?:.|(?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["]))|(?:[\/](?:\[(?:\\[\]])+\]|\\[\/]|[^\/*])(?:\[(?:\\[\]]|[^\]])+|\\[\/]|[^\/])*?[\/](?:[a-zA-
Z]*)))*[}]|[(](?:.|(?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["]))|(?:[\/](?:\[(?:\\[\]])+\]|\\[\/]|[^\/*])(?:\[(?:\\[\]]|[^\]])+|\\[\/]|[^\/])*?[\/](?:[a-zA-
Z]*)))*[)])\s*[)]\s*[{]?)|(\s*in(?:stanceof)?(?=[\/\d"'\[\s\(\{]))|((?:(?:\s+(?:in(?:stanceof)?)\s+)|\s*\b(?:delete|this|Infinity|NaN|void|do|else|case|default|return|var|continue|undefined|null|new|typeof|throw|br
eak|try|finally|true|false)\b\s*|\s*\b(?:if|else\s\s*if|with|while|for|switch|catch)\b\s*(?=[(])))|([,\{]\s*(?:(?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["]))|(?:[0][xX][0-9a-fA-F]*)|(?:[0]|[1-
9]\d+)?(?:[.]?\d+)+(?:[eE][+-]?\d+)?|(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-
F]{4})*)\s*(?=[:]))|((?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["])))|((?:(?:[:]|(?:(?:^\s*|\s*$)|[,]|[;\n\r]+)|(?:[!][=]{0,2}|[%][=]?|[&]{1,2}|[&][=]|[*][=]?|[+]{1,2}|[+][=]|[\-]{1,2}|[\-
][=]|[\/][=]?|[<]{1,2}[=]?|[=]{1,3}|[>]{1,3}[=]?|[\^][=]?|[|][=]?|[|]{2})|[(]+)\s*(?:[\/](?:\[(?:\\[\]])+\]|\\[\/]|[^\/*])(?:\[(?:\\[\]]|[^\]])+|\\[\/]|[^\/])*?[\/](?:[a-zA-
Z]*)))\s*(?:(?:(?:^\s*|\s*$)|[,]|[;\n\r]+)|(?:[!][=]{0,2}|[%][=]?|[&]{1,2}|[&][=]|[*][=]?|[+]{1,2}|[+][=]|[\-]{1,2}|[\-
][=]|[\/][=]?|[<]{1,2}[=]?|[=]{1,3}|[>]{1,3}[=]?|[\^][=]?|[|][=]?|[|]{2})|[)]+|(?=\s*[\[.\}\]])))|((?:[0][xX][0-9a-fA-F]*)|(?:[0]|[1-9]\d+)?(?:[.]?\d+)+(?:[eE][+-]?\d+)?)|(\s*[\[])|(\s*[\]])|(\s*(?:function\s*(?:(?:[a-zA-
Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-F]{4})*)?)\s*[(](?:\s*(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-F]{4})*\s*)?(?:[,]\s*(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-
F]{4})*\s*)*[)]\s*[{])|((?:@#[(]))|((?:[.]?\s*(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-F]{4})*))|([,;])|((?:[!][=]{0,2}|[%][=]?|[&]{1,2}|[&][=]|[*][=]?|[+]{1,2}|[+][=]|[\-]{1,2}|[\-
][=]|[\/][=]?|[<]{1,2}[=]?|[=]{1,3}|[>]{1,3}[=]?|[\^][=]?|[|][=]?|[|]{2}))|([}])/g

Matching strings is easier
•

RegExp("(?:(?:['](?:\\\\{2}|\\\\

[']|[^'])*['])|(?:[\"](?:\\\\{2

}|\\\\[\"]|[^\"])*[\"]))")



/([\r\n]+)|(\s*for\s*[(]\s*(?:var\s+)?(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-
F]{4})*\s+in\s*(?:(?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["]))|(?:[\/](?:\[(?:\\[\]])+\]|\\[\/]|[^\/*])(?:\[(?:\\[\]]|[^\]])+|\\[\/]|[^\/])*?[\/](?:[a-zA-Z]*))|(?:(?:[.]?\s*(?:[a-zA-Z_$]|\\u[0-9a-fA-
F]{4})(?:[\w$_]|\\u[0-9a-fA-F]{4})*)+)|[{](?:.|(?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["]))|(?:[\/](?:\[(?:\\[\]])+\]|\\[\/]|[^\/*])(?:\[(?:\\[\]]|[^\]])+|\\[\/]|[^\/])*?[\/](?:[a-zA-
Z]*)))*[}]|[(](?:.|(?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["]))|(?:[\/](?:\[(?:\\[\]])+\]|\\[\/]|[^\/*])(?:\[(?:\\[\]]|[^\]])+|\\[\/]|[^\/])*?[\/](?:[a-zA-
Z]*)))*[)])\s*[)]\s*[{]?)|(\s*in(?:stanceof)?(?=[\/\d"'\[\s\(\{]))|((?:(?:\s+(?:in(?:stanceof)?)\s+)|\s*\b(?:delete|this|Infinity|NaN|void|do|else|case|default|return|var|continue|undefined|null|new|typeof|throw|br
eak|try|finally|true|false)\b\s*|\s*\b(?:if|else\s\s*if|with|while|for|switch|catch)\b\s*(?=[(])))|([,\{]\s*(?:(?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["]))|(?:[0][xX][0-9a-fA-F]*)|(?:[0]|[1-
9]\d+)?(?:[.]?\d+)+(?:[eE][+-]?\d+)?|(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-
F]{4})*)\s*(?=[:]))|((?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["])))|((?:(?:[:]|(?:(?:^\s*|\s*$)|[,]|[;\n\r]+)|(?:[!][=]{0,2}|[%][=]?|[&]{1,2}|[&][=]|[*][=]?|[+]{1,2}|[+][=]|[\-]{1,2}|[\-
][=]|[\/][=]?|[<]{1,2}[=]?|[=]{1,3}|[>]{1,3}[=]?|[\^][=]?|[|][=]?|[|]{2})|[(]+)\s*(?:[\/](?:\[(?:\\[\]])+\]|\\[\/]|[^\/*])(?:\[(?:\\[\]]|[^\]])+|\\[\/]|[^\/])*?[\/](?:[a-zA-
Z]*)))\s*(?:(?:(?:^\s*|\s*$)|[,]|[;\n\r]+)|(?:[!][=]{0,2}|[%][=]?|[&]{1,2}|[&][=]|[*][=]?|[+]{1,2}|[+][=]|[\-]{1,2}|[\-
][=]|[\/][=]?|[<]{1,2}[=]?|[=]{1,3}|[>]{1,3}[=]?|[\^][=]?|[|][=]?|[|]{2})|[)]+|(?=\s*[\[.\}\]])))|((?:[0][xX][0-9a-fA-F]*)|(?:[0]|[1-9]\d+)?(?:[.]?\d+)+(?:[eE][+-]?\d+)?)|(\s*[\[])|(\s*[\]])|(\s*(?:function\s*(?:(?:[a-zA-
Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-F]{4})*)?)\s*[(](?:\s*(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-F]{4})*\s*)?(?:[,]\s*(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-
F]{4})*\s*)*[)]\s*[{])|((?:@#[(]))|((?:[.]?\s*(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-F]{4})*))|([,;])|((?:[!][=]{0,2}|[%][=]?|[&]{1,2}|[&][=]|[*][=]?|[+]{1,2}|[+][=]|[\-]{1,2}|[\-
][=]|[\/][=]?|[<]{1,2}[=]?|[=]{1,3}|[>]{1,3}[=]?|[\^][=]?|[|][=]?|[|]{2}))|([}])/g

Matching regexes
•

• RegExp("(?:[\\/](?:\\[(?:\\\\[\

\]])+\\]|\\\\[\\/]|[^\\/*])(?:\

\[(?:\\\\[\\]]|[^\\]])+|\\\\[\\

/]|[^\\/])*?[\\/](?:[a-zA-

Z]*))")



/([\r\n]+)|(\s*for\s*[(]\s*(?:var\s+)?(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-
F]{4})*\s+in\s*(?:(?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["]))|(?:[\/](?:\[(?:\\[\]])+\]|\\[\/]|[^\/*])(?:\[(?:\\[\]]|[^\]])+|\\[\/]|[^\/])*?[\/](?:[a-zA-Z]*))|(?:(?:[.]?\s*(?:[a-zA-Z_$]|\\u[0-9a-fA-
F]{4})(?:[\w$_]|\\u[0-9a-fA-F]{4})*)+)|[{](?:.|(?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["]))|(?:[\/](?:\[(?:\\[\]])+\]|\\[\/]|[^\/*])(?:\[(?:\\[\]]|[^\]])+|\\[\/]|[^\/])*?[\/](?:[a-zA-
Z]*)))*[}]|[(](?:.|(?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["]))|(?:[\/](?:\[(?:\\[\]])+\]|\\[\/]|[^\/*])(?:\[(?:\\[\]]|[^\]])+|\\[\/]|[^\/])*?[\/](?:[a-zA-
Z]*)))*[)])\s*[)]\s*[{]?)|(\s*in(?:stanceof)?(?=[\/\d"'\[\s\(\{]))|((?:(?:\s+(?:in(?:stanceof)?)\s+)|\s*\b(?:delete|this|Infinity|NaN|void|do|else|case|default|return|var|continue|undefined|null|new|typeof|throw|br
eak|try|finally|true|false)\b\s*|\s*\b(?:if|else\s\s*if|with|while|for|switch|catch)\b\s*(?=[(])))|([,\{]\s*(?:(?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["]))|(?:[0][xX][0-9a-fA-F]*)|(?:[0]|[1-
9]\d+)?(?:[.]?\d+)+(?:[eE][+-]?\d+)?|(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-
F]{4})*)\s*(?=[:]))|((?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["])))|((?:(?:[:]|(?:(?:^\s*|\s*$)|[,]|[;\n\r]+)|(?:[!][=]{0,2}|[%][=]?|[&]{1,2}|[&][=]|[*][=]?|[+]{1,2}|[+][=]|[\-]{1,2}|[\-
][=]|[\/][=]?|[<]{1,2}[=]?|[=]{1,3}|[>]{1,3}[=]?|[\^][=]?|[|][=]?|[|]{2})|[(]+)\s*(?:[\/](?:\[(?:\\[\]])+\]|\\[\/]|[^\/*])(?:\[(?:\\[\]]|[^\]])+|\\[\/]|[^\/])*?[\/](?:[a-zA-
Z]*)))\s*(?:(?:(?:^\s*|\s*$)|[,]|[;\n\r]+)|(?:[!][=]{0,2}|[%][=]?|[&]{1,2}|[&][=]|[*][=]?|[+]{1,2}|[+][=]|[\-]{1,2}|[\-
][=]|[\/][=]?|[<]{1,2}[=]?|[=]{1,3}|[>]{1,3}[=]?|[\^][=]?|[|][=]?|[|]{2})|[)]+|(?=\s*[\[.\}\]])))|((?:[0][xX][0-9a-fA-F]*)|(?:[0]|[1-9]\d+)?(?:[.]?\d+)+(?:[eE][+-]?\d+)?)|(\s*[\[])|(\s*[\]])|(\s*(?:function\s*(?:(?:[a-zA-
Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-F]{4})*)?)\s*[(](?:\s*(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-F]{4})*\s*)?(?:[,]\s*(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-
F]{4})*\s*)*[)]\s*[{])|((?:@#[(]))|((?:[.]?\s*(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-F]{4})*))|([,;])|((?:[!][=]{0,2}|[%][=]?|[&]{1,2}|[&][=]|[*][=]?|[+]{1,2}|[+][=]|[\-]{1,2}|[\-
][=]|[\/][=]?|[<]{1,2}[=]?|[=]{1,3}|[>]{1,3}[=]?|[\^][=]?|[|][=]?|[|]{2}))|([}])/g

Matching regexes cont.
• regexpsLeft = new

RegExp('(?:[:]|' + 

endStatement.source + '|' + 

operators.source + '|[(]+)' + 

spaces.source)

•

•



/([\r\n]+)|(\s*for\s*[(]\s*(?:var\s+)?(?:[a-zA-Z_$]|\\u[0-9a-fA-F]{4})(?:[\w$_]|\\u[0-9a-fA-
F]{4})*\s+in\s*(?:(?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["]))|(?:[\/](?:\[(?:\\[\]])+\]|\\[\/]|[^\/*])(?:\[(?:\\[\]]|[^\]])+|\\[\/]|[^\/])*?[\/](?:[a-zA-Z]*))|(?:(?:[.]?\s*(?:[a-zA-Z_$]|\\u[0-9a-fA-
F]{4})(?:[\w$_]|\\u[0-9a-fA-F]{4})*)+)|[{](?:.|(?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["]))|(?:[\/](?:\[(?:\\[\]])+\]|\\[\/]|[^\/*])(?:\[(?:\\[\]]|[^\]])+|\\[\/]|[^\/])*?[\/](?:[a-zA-
Z]*)))*[}]|[(](?:.|(?:(?:['](?:\\{2}|\\[']|[^'])*['])|(?:["](?:\\{2}|\\["]|[^"])*["]))|(?:[\/](?:\[(?:\\[\]])+\]|\\[\/]|[^\/*])(?:\[(?:\\[\]]|[^\]])+|\\[\/]|[^\/])*?[\/](?:[a-zA-
Z]*)))*[)])\s*[)]\s*[{]?)|(\s*in(?:stanceof)?(?=[\/\d"'\[\s\(\{]))|((?:(?:\s+(?:in(?:stanceof)?)\s+)|\s*\b(?:delete|this|Infinity|NaN|void|do|else|case|default|return|var|continue|undefined|null|new|typeof|throw|br
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How to use JSReg
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How to match HTML
• allowedTags = 
/(?:form|optgroup|button|legend|f
ieldset|label...

• allowedAttributes = 
/(?:type|accesskey|align|alink|al
t...

• attributeValues = 
RegExp("(?:\"[^\"]{0,"+
attributeLength+"}\"|[^\\s'\"`>]{
1,"+attributeLength+"}|'[^']{0,"+
attributeLength+"}')"),
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How to match HTML cont.

•

• RegExp('('+styleTag.source+')|(<

\\\/?[a-z0-

9]{1,10}(?:'+attributes.source+'

){0,'+maxAttributes+'}(?:\\s*\\\

/?)>)|('+text.source+')|('+inval

idTags.source+')','ig')

Linked regexes again

Restrictions placed on length
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How to lockdown HTML

•

•

•
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Unique ids/name

•

•

•

•
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Proxied images prevent CSRF
•

•

•

•
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Using the DOM

•

•

•

•
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How to match CSS
•

•

•

•
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How to match CSS cont.

selectorStart = new

RegExp('((?:(?:[.#]\\w{1,20}|for

m|optgroup...

units = new

RegExp('(?:(?:normal|auto|(?:[+-

]?[\\\/.\\d]{1,8}\\s*){1,4}(?:px

|%|pt|pc|em|mm|ex|in|cm)?))')

Whitelisted values

Restrictive selectors

Hex encode with space & always 
quote the value
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Putting it all together cont.
Inject code inside the sandboxed 
environment

DOM functions or custom 
functionality

Injected objects appear inside the 
sandboxed code suffix/prefixed with 
$
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