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1 INTRODUCTION 
This deliverable reports on the chosen methodology for privacy assurance and de-identification of data from 
patients enrolled in the pilot study conducted in the context of healthcare use case (UC2) of the IntellIoT project, 
on the procedures that have been implemented for de-identification, and on the assessment of the outcomes of 
the de-dentification (including privacy and re-identification risk assessment). We also describe the data life cycle 
with the main data processing that we will perform. A description of the privacy and security measures employed 
in the IntellIoT project is also included, as they relate to data processing. 
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2 DATA LIFE CYCLE 
This section describes the flow of data through several processing steps that will be performed in order to use the 
data for research and analytics by members of the IntellIoT consortium and for analysis by physicians. 

2.1 Collection 

Patient data collected in IntellIoT is provided by the participants on a voluntary basis, in accordance with well-
defined informed consent procedures, goals of data processes and individual's rights, pursuant to the relevant 
principles of the General Data Protection Regulation (GDPR). All patients whose data will be processed in the 
context of the IntelIIoT project will have provided written informed consent for participation and use of the data 
for the purposes of the project, according to the Good Clinical Practice (GCP) principles. Informed consent 
procedures, as well as pilot study design, are described more comprehensively in deliverables D1.3 and D1.4.   

More details on the data collection are provided below. 

I. Types of data to be collected at the time of patients’ enrollment in the project include: 

A) Patients’ demographic and physical characteristics:  

-Personal information (name / surname); 

-Gender;  

-Date of birth; 

-Height and weight. 

B) Medical Information:  

-Comprehensive medical history, including medications; 

-Vital signs: blood pressure, heart rate, oxygen saturation; 

-Data regarding findings of baseline clinical examination; 

-Electrocardiogram (ECG), echocardiogram and blood tests results (routine clinical practice). 

II. Types of data to be collected prospectively after patients’ enrollment include: 

A) Information of patients’ clinical course (standard-of-care):  

-Data regarding findings of clinical examination at each scheduled clinical reassessment; 

-Changes in medications and adherence data; 

-Adverse events (vital status, hospitalizations, unscheduled healthcare encounters, changes in symptoms / 
functional capacity); 

 -Results of repeat diagnostic / follow-up testing (ECGs, echocardiographic studies, blood tests); 

-Quality-of-Life questionnaires. 

B) High-volume digital data from measurements of biological parameters collected from smart devices 
(smartphone, smartwatch, weight scales, pulse oximeter, blood pressure monitor, thermometer): 

-Heart rate, ECG tracings, blood pressure, oxygen saturation, body weight / body composition details, body 
temperature, physical activity data. 

III. Data Minimization Principle: 

In accordance with the Data Minimization Principle, only adequate, relevant, and limited personal data that is 
necessary for the proper conduct of the IntellIoT project will be collected and processed. 

IV. Data collection process: 
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A) Types of data outlined in sub-sections IA, IB and IIA of section 2.1 of the present document will be collected: 

-Directly from the enrolled patients (medical history, previous examinations); 

-Directly from the medical records kept at University General Hospital of Heraklion (PAGNI) and electronic 
records / databases routinely accessible to physicians (such as electronic prescription records and hospital 
admission records). 

These data will be kept in both paper and electronic files that will be safely kept at the Clinical Studies office of the 
Cardiology Department of PAGNI and will only be accessible to the physicians involved in the conduct of the 
IntellIoT project.  

Data will also be entered manually into a dedicated electronic file in the interactive IntellIoT project platform 
(SharePoint) accessible to partners involved in the Healthcare Use Case of the IntellIoT project; however, any data 
entered on SharePoint will be pseudonymized (each patient will have been allocated to a unique project ID not 
related to his/her name). This will follow the methodology described in Section 3 for the removal of direct 
identifiers and on transformation of quasi-identifiers. Any paper documents or electronic files including enrolled 
patients’ name/surname or any other details that could reveal enrolled patients’ identity will be securely kept 
(locked room / password protection) at the Clinical Studies Office of the Cardiology Department of PAGNI and will 
only be accessible to the physicians involved in the conduct of the IntellIoT project and monitoring / regulatory 
authorities. 

B) Types of data outlined in sub-section IIB of section 2.1 of the present document (device-derived data) will be 
collected and stored in a dedicated Patients Data Repository, which will be a server located at the IT department 
of PAGNI. Data stored in the repository will be accessible to delegated physicians (PAGNI) eponymously (i.e., name 
/ surname will be visible) -for patients’ safety reasons- via a dedicated password-protected platform (each 
physician involved in the project will be allocated a unique access code). 

In parallel, data stored in the repository will be accessible to other IntellIoT partners responsible for data 
processing, but only in a pseudonymized manner (i.e., all other partners involved will only have access to the unique 
project ID of each patient, and not on his/her name / surname). 

All data categories listed above will be used for both clinical and research purposes. The sources of data from the 
sensors and human input employed in the IntellIoT framework has been described in Deliverable 3.3 Sections 4.1.1.2 
and 4.1.2.2, respectively. 

2.2 Processing 

Pursuant to Article 5 (Principles relating to processing of personal data) and Article 6(1)(a) of the GDPR (i.e., the data 
subject has given consent to the processing of his or her personal data for one or more specific purposes), any 
personal data which is processed in IntellIoT is adequate (i.e., sufficient to properly fulfil the Project’s stated 
purpose), relevant (i.e. has a rational link to that purpose), and limited to what is necessary (i.e., the Project does 
not hold more than what is needed for that purpose). 

In more detail, the IntellIoT project will process data to develop and evaluate the overall environment, its 
components, and analytical models. We will process data within two workflows.  

During system development, collected data will be used to develop, integrate, and test the components and to train 
the proposed AI models within the federated learning solution described in Deliverable 3.2. A limited amount of 
data will be aggregated in a centralized fashion to train the base model. Additional data will be used to refine and 
evaluate the base model across mobile devices, without moving data from the patient environment, according to 
the federated learning approach.   

A second workflow will drive the deployment phase of the IntellIoT environment and the inference phase of the 
analytical models. In this workflow, data will be used to evaluate the integrated infrastructure and the developed 
models. Based on the collected data, the system will provide advice and recommendations to the patients and will 
interact and provide information to the clinicians (human-in-the-loop) to enable them to guide the patients. This 
is as well the evaluation phase in which we will assess the potential benefits of the system. 

2.3 Disclosure 
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Results of the pilot study conducted in the context of the IntellIoT project will be published as aggregate data; no 
personal patient data will be disclosed.  

Dissemination will take place via: 

1) Submission of pilot study findings for publication in international medical journals. 
2) Publications in medical informatics and AI conferences and journals. 
3) Presentations at congresses / meetings. 
4) IntellIoT project Work Package 6 (WP6)-specific activities. 

2.4 Retention 

Pursuant to Article 5(1)(e) of the GDPR, personal data shall be kept in a form which permits identification of data 
subjects for no longer than is necessary for the purposes for which the personal data are processed.  

In this context, personal data will be retained for as long as is required to fulfil the activities of the IntellIoT Project 
(i.e., until the official end date of the project and the final project review demonstrators expected by the European 
Commission, whichever comes later) and will be permanently deleted after 10 years, based on: a) the estimated 
duration of the project and the time required for comprehensive data analysis; b) legal obligations / regulations.   

Limitations may arise in cases anticipated by applicable law; for example, IntellIoT may retain personal data if it is 
reasonably necessary to comply with any legal obligations, meet any regulatory requirements, resolve any disputes 
or litigation, or to prevent fraud and abuse. 

In terms of implementation, data is stored in the following manner:  

i)  Personal Identifiable Information (PII) will be stored and encrypted in the described Patients Data 
Repository located at the IT department of PAGNI. Sensitive patient data will also be stored in the local 
data stores of the devices used by the patients enrolled in the IntellIoT study. 

ii) Pseudo-anonymized data will be stored in SharePoint and in a centralized location provided by the IT 
department of Philips. 

The latter will allow for the analysis of the fully anonymized data to continue after the end of the IntellIoT project, 
while data stored at other locations will be erased according to Section 2.5.  

2.5 Destruction 

At the end of the data life cycle, be it because the retention period (as described in Sect. 2.4 above) has expired or 
because one of the participants requested deletion of their data (pursuant to Article 17 of GDPR, referring to the 
Right to erasure), a secure deletion process will be followed. 

The process will involve the use of relevant secure data erasure software to ensure that the deleted data is 
rendered unrecoverable, achieving full sanitization. Furthermore, an auditable report will be produced whenever 
this process is carried out. 
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3 DATA DE-IDENTIFICATION 
As described in Section 2, all patients whose data is processed in the IntellIoT project have provided consent for 
the use of the data in the project and for their participation in the study. To reduce the privacy and security risk for 
the patient data, we will ensure that all the data used withing the IntellIoT environment is de-identified according 
to state-of-the-art procedures. In this section we provide an overview of the steps taken to safeguard the 
regulatory compliance and ethical conduct of the use of personal data within IntellIoT, the de-identification 
approach and the corresponding tasks and tooling. 

3.1 Regulatory compliance and ethical conduct 

The regulatory compliance was reviewed by the Internal Committee Biomedical Experiments (ICBE) of Philips. The 
review entailed the following main steps: 

1. Study Classification through the submission of a Study Request Form for the indication of risk control 
measures (privacy, regulatory, amongst others) that need to be put in place. 

2. Dossier Completion using templates relevant for the specific study type. The templates included the 
following: 

a. Privacy assessment (Annex 6.1, extract). 
b. Security assessment describing the components to be developed; the logging of application 

execution and errors for audit and security purposes; patch management for continuous 
integration and development strategies, dependency management, and remote debugging; the 
encryption of data in transit and rest; data retention policies; and the availability and backup of 
data. 

c. Privacy notice (Annex 6.2). 
d. Data sharing agreement to determine the roles and responsibilities between the joint controllers 

University General Hospital of Heraklion (PAGNI) and the legal entity Philips Electronics Nederland 
B.V. 

3. Approval of the Study File by a privacy coach, the Secretary of the ICBE, the assigned Reviewers, and 
ultimately the ICBE (ethics committee of Philips). 

3.2 Methodology 

As previously described, only de-identified data will be used within the IntellIoT environment for development and 
evaluation of tools and models. Data de-identification will be carried out on site for data collected at the hospital 
site, and in the patient's environment for the data collected from devices, before ingestion into the IntellIoT 
environment. The de-identification approach will focus both on removal of direct identifiers and on transformation 
of quasi-identifiers to reduce the re-identification risk. Widely adopted and validated statistical methods (e.g. [1], 
[2]) will be applied when needed to compute risk or re-identification, to process the data, and ensure that the re-
identification risk is very low. The possible sources of data bias will be evaluated as well to identify potential bias 
in data and in the models developed with the data.  

3.3 Procedure 
At the time of informed consent, each patient enrolled in UC2 will be assigned to a unique project ID (code), which will be 
based on the sequence of enrollment (i.e., the 1st patient to be enrolled will be allocated to code 01, the 2nd to code 02, 
et cetera - Figure 1). A dedicated file created as a proof of correspondence between name / surname and unique project 
ID will be kept securely at the Clinical Trials Office of the Cardiology Department of PAGNI. All other partners involved in 
handling patient-derived data will only have access to the unique project ID of each patient, and not on his/her name / 
surname or other information that could reveal patients’ identity. 

Each data source used in the project has been evaluated with the support of data de-identification professionals 
from within the partners of the Consortium to identify direct identifiers and quasi-identifiers. All the direct 
identifiers will be marked for deletion.  
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For the quasi-identifiers, the re-identification risk for the dataset was assessed. To reach the desired low risk, 
data elements that create outliers were marked to be generalized (e.g., date of birth became year of birth or age). 
The final decision was made in order to maximize data utility while ensuring the desired low privacy risk. For the 
retrospective datasets collected by PAGNI, a specific privacy notice was added to the consent form that includes 
in full detail the data elements that are shared with the AI researchers from Philips. 

 The same transformations will be applied according to the defined requirements on the rest of the data to be 
collected. Special care will be taken with respect to data streams, to ensure that the re-identification risk remains 
at the selected level.  During the pilot study when data will be streamed from patient devices to the hospital 
repository, a second privacy evaluation will be made to ensure that the process is compliant with regulations and 
the risk of re-identification is not increased. 

3.4 Tools and mechanisms for ensuring privacy compliance 

The pseudonymization described in Section 2.1 does not require dedicated tools (only specific mappings and 
generalizations implemented as tables and scripts), as instead the described privacy process and the actual 
pseudonymization is agreed in contract to only include removal of direct identifiers, generalization of date of birth 
to year of birth, and linking a pseudo-identifier to all data belonging to a single study subject. At time of patient 
enrollment thus, no additional tools are required beyond mapping tables and rule-based transformations. As 
mentioned previously, this approach ensures compliance with the privacy regulations and protects the patients’ 
privacy rights according to the GDPR, it was reviewed by privacy, legal, security, and de-identification experts and 
was approved by the ethics committees of PAGNI and Philips. 

In due time due to the increased volumes of data collection of patients, IntellIoT will implement and validate a 
scalable de-identification process and pipeline that will support the efficient de-identification of all the data 
streams, both data collected at the clinical site and data coming from devices.  We will process all the data 
according to the state-of-the-art methodology summarized above (which is validated and extensively used in 
healthcare), and the results will be evaluated by privacy and data de-identification experts.  
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Figure 1. The flow of data through its lifecycle as well as the collected and shared data elements. 
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4 DATA PROTECTION 
IntellIoT aims to develop a by-design trustworthy solution, encompassing security, privacy, and trust provisions 
across its layers and throughout its lifecycle. In that sense, IntellIoT is by inception to a large extent aligned with 
Article 25 of GDPR on “Data protection by design and by default”.  

Considering the scope of this deliverable, and in addition to the measures detailed in the previous subsections, 
pursuant to Article 32 of GDPR (referring to the “Security of processing”), a number of state-of-the-art technical and 
organizational measures will be adopted in IntellIoT to ensure that sensitive data is protected throughout its 
lifecycle, in all its states (in transit, at rest, in processing). 

The relevant requirements and associated measures are presented in detail in Table 1. 

Table 1. Security of processing requirements and associated IntellIoT measures. 

Requirement (pursuant to 
Article 32 of GDPR) 

IntellIoT measures 

Pseudonymization of 
personal data 

See Sections 2 and 3 above for details on the pseudo anonymization and de-
identification processes. 

Encryption of personal data Encryption of data at rest in the Patients Data Repository, centralized location, 
and local data stores. 

Encryption of data in transit via industry standard Transport Layer Security 
(TLS [3]) protocol, end-to-end, across all sensitive communication channels. 

Ability to ensure the ongoing 
confidentiality, integrity, 
availability and resilience of 
processing systems and 
services 

Integration of Trustworthiness components (one of the three key pillars of the 
IntellIoT architecture – see deliverable D2.3) across all layers of the IntellIoT 
deployment. All Trustworthiness components are detailed in deliverable D4.4. 

Security Assurance solution providing continuous assessment of the security 
and privacy posture of IntellIoT. 

Integration of strong Authentication, Authorization and Accounting 
mechanisms, through integration of dedicated components employing 
standardized, industry-established technologies. 

Protected, secure APIs between components.  

Protected and trustworthy logging capabilities through the integration of 
Distributed Ledger Technologies. 

Continuous monitoring of operations of assets accessing and/or processing 
sensitive data. 

Continuous monitoring of network and involved entities through Trust-based 
Intrusion Detection System and Moving Target Defenses.  

Ability to restore the 
availability and access to 
personal data in a timely 
manner in the event of a 
physical or technical 
incident 

Continuous monitoring of availability of core services through appropriate 
event captors.  

Engagement of Moving Target Defenses to mitigate network-based attacks.  

Use of a dynamic virtual infrastructure management environment facilitating 
spawning of additional instances to retain availability / maintain access. 

Process for regularly 
testing, assessing, and 
evaluating the effectiveness 
of technical and 
organizational measures for 

Integration of Security Assurance solution enabling the ad hoc or scheduled 
(periodic) assessment of the security & privacy posture of the IntellIoT 
deployment, also encompassing evaluation of the effectiveness of technical 
measures in place.  

Integration of Accounting and protected logging mechanisms, with emphasis 
on the asset and operations involving the storage, transit, and processing of 
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ensuring the security of the 
processing 

personal data, providing the necessary evidence for auditing and compliance 
assessment. 

In assessing the appropriate 
level of security account 
shall be taken in particular of 
the risks that are presented 
by processing, in particular 
from accidental or unlawful 
destruction, loss, alteration, 
unauthorized disclosure of, 
or access to personal data 
transmitted, stored, or 
otherwise processed 

Ethics & Privacy requirements documented in deliverable D1.3.  

Key sources of risk and threats for Healthcare Use Case documented in 
deliverable D2.1.  

Inclusion of risk and impact assessment metrics within the security & privacy 
posture assessment of IntellIoT, as executed through the Security Assurance 
component, encompassing all assets (including data assets). 

Adherence to an approved 
code of conduct … or an 
approved certification 
mechanism ... may be used 
as an element by which to 
demonstrate compliance … 

Integration of mechanisms allowing the generation of evidence for audit and 
certification purposes, augmented by Distributed Ledger Technologies. 
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5 CONCLUSION 
In this deliverable we have described the primary categories of patients’ data that will be collected in the context 
of the IntellIoT project, including: a) demographic and medical data that are routinely recorded in usual clinical 
practice; b) high-volume data of patients’ biological parameters of interest, derived from smart devices (wearable 
and non-wearable). Only the physicians involved in the IntellIoT project as investigators / partners will have access 
to personal information that could reveal enrolled patients’ identity; all other partners involved in the Healthcare 
Use Case of the project will only have access to de-identified data. 

We have also described the methodology for de-identification and the privacy and security measures within 
IntellIoT as they relate to the data life cycle and data processing. 
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6 ANNEX 

6.1 Privacy Assessment Extract 

 

 

 

 

 



ICT-56-2020 “Next Generation Internet of Things” 
D1.6: Data de-identification procedures and tools 
Dissemination level: Public 

 

 

16/03/2022  

 

14 

 

 



ICT-56-2020 “Next Generation Internet of Things” 
D1.6: Data de-identification procedures and tools 
Dissemination level: Public 

 

 

16/03/2022  

 

15 

6.2 Privacy Notice 
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7 LIST OF ABBREVIATIONS 
 

Acronym Definition 

ECG Electrocardiogram 

GCP Good Clinical Practice 

GDPR General Data Protection Regulation 

PAGNI University General Hospital of Heraklion 

PII Personal Identifiable Information 

TLS Transport Layer Security 
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